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Medesto Terms of Use
Perigon Health 360 ( “Perigon Health 360,” or “We”, or “Us”) provides use of the

Medesto online web application (“The Site”), the Medesto mobile applications and all

related services, features and content (collectively, “Services”) related to the

administration of healthcare. These Services are provided to registered users that

include healthcare providers, individuals who are involved in or support those involved

in healthcare, and individuals who are involved or supported by a healthcare provider

(collectively, “End Users” or “you”). The Services are provided to you only under the

applicable terms of use below (the “Terms”).

A. AGREEMENT TO TERMS

Perigon Health 360 reserves the right, in our sole discretion, to make changes or

modifications to these Terms at any time. Any changes to these terms will only be

expressed in a “Last Modified” date. It is your responsibility to check these Terms

regularly to ensure you understand the terms that apply to you. Your continued use of

the Services after the effective date of the posted changes will mean that you accept

and agree to the changes.

Please read all terms carefully. You agree that by accessing the Services, you have

read, understood and agreed to these terms and any later modification. IF YOU DO

NOT AGREE TO ALL OF THESE TERMS, YOU MAY NOT ACCESS OR USE THE

SERVICES.

Perigon Health 360 and it’s Medesto platform help healthcare providers communicate

with their patients.You acknowledge that you understand that Personal Health

Information (“PHI”), Billing and advertising must be excluded from any email or text
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messages sent within the Medesto platform. PHI is defined in the Health Insurance

Portability and Accountability Act of 1996, 42 U.S.C. 1320d and the corresponding

regulations contained in title 45, Code of Federal Regulations, parts 160 and 164

(collectively, “HIPAA”). You understand that mobile SMS text messages and email

communications have a risk of third party interception and any communications may be

intercepted. You agree and consent to comply with all applicable HIPAA regulations and

state and federal laws pertaining to storage, usage, and transmission of all confidential

information, including PHI. Perigon Health 360 is not responsible for any non-compliant

communication or its content.

B. END USER REQUIREMENTS

By agreeing to these Terms as an End User, you represent that you are operating in

order to communicate in the facilitation of a healthcare activity such as monitoring,

treatment, payment, or healthcare operations. As an End User you have registered with

Perigon Health 360 in order to receive credentials to access the Services. Your

credentials are unique to you are responsible for any activities that are performed on

your account.  In the event that you cease to be an End User, these Terms and your

access to the services will automatically terminate.

C. ACCESSING OUR SERVICES

As an End User, you will maintain access to the Services as long as you agree to the

Terms, any future Terms and are a properly registered End User. You may access the

Services by using the Site or through the Medesto Mobile Applications. Subject to these

Terms and during such time as you remain a properly registered End User, you are

granted limited access to use the online features of the Services, and to download,

install and operate the Medesto Mobile Application.

D. GENERAL RESTRICTIONS OF USE
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As an End User, your access to the Services will remain for as long as these Terms

remain in effect and you are registered with Perigon Health 360 and these Terms

remain in effect or until your registration is canceled or terminated.

You may not resell or provide access to the Services or any of the rights/permissions

granted to you to any third-party. You may not use the Mobile Application or Site except

in connection with your personal use of the Services as authorized by these Terms.

You agree not to reproduce, duplicate, copy, sell, resell or exploit any part of the

Services or any use of the Services. This includes any attempt to gain access to the

source code from which any component is compiled. You further agree not to combine

or integrate the Services with any other software or technology not provided by us. You

agree not to modify, further develop or create any product based on the previously

mentioned without explicit, written permission from Perigon Health 360.

E. ADDITIONAL SAFEGUARDS

In order to safeguard the security, confidentiality, integrity, and availability of the

information contained on our Services, you agree that you will make no effort to perform

the following actions:

● Modify, decompile, disassemble or reverse engineer any of our Services

● Use any information or decompiled,modified,or disassembled portions of the

Services for any illegal purpose

● Allow another person, persons, or entities to use your account credentials to gain

access to the Services

● Use the Services to sell, market, or advertise a product or service without the

express, written approval from Perigon Health 360

● Perform any security probes or scans of the system or network supporting our

Services
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● Make an attempt to circumvent, disable, remove, bypass, or deactivate our

security or technical measures

● Introduce any software, code or other device that damages, disables, harms or

interferes with any aspect of the Services - including the network, software,

hardware, files or data - or that permits unauthorized access to the Services

Performing any of the above actions will result in your registration being revoked and all

access to the Services terminated.

F. HIPAA & APPLICABLE LAWS

As an End User you must not use the services in any manner or for any purpose that

violates HIPAA and HITECH rules or any applicable state or federal law. By using the

Services, you agree to that you will not, nor will you attempt to:

● Use the Services other than as permitted by HIPAA and HITECH rules - including

any future changes or amendments made from the government

● Violate any local, state, federal or international law

● Impersonate another person or entity

● Use another End User’s account to gain access to the Services or perform any

action using their account

You agree to make reasonable effort to only access, use, and/or disclose the minimum

necessary information required to perform your professional duties. You agree to only

access information for patients that are under your care and/or treatment.

Using the Services in any manner other than for those outlined in these Terms may

result in your registration being revoked and all access to the Services terminated. We

reserve the right to revoke your access and registration for violating our Terms based on

our sole discretion.
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All entities involved in the provision of healthcare must agree and have a Business

Associate Agreement in place with us to be recognized as a registered End User and to

gain access to the Services.

G. DISCLAIMERS AND LIMITATIONS ON LIABILITY

ACCESS TO THE SERVICES, ALL SERVICES RELATED TO THE FOREGOING AND

CONTENT CONTAINED ON THE SERVICES ARE PROVIDED “AS IS” AND “AS

AVAILABLE”. THE SERVICES ARE PROVIDED WITHOUT WARRANTIES OF ANY

KIND, EXPRESS OR IMPLIED. PERIGON HEALTH 360 AND ITS AFFILIATES

DISCLAIM ALL WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED

WARRANTIES OF TITLE, NON-INFRINGEMENT, NON-INTERFERENCE,

MERCHANTABILITY, SYSTEM INTEGRATION, AND FITNESS FOR A PARTICULAR

PURPOSE, AND ANY WARRANTIES IMPLIED BY ANY COURSE OF

PERFORMANCE OR USAGE OF TRADE, EXCEPT TO THE EXTENT REQUIRED BY

LAW. APPLICABLE LAW MAY NOT ALLOW THE EXCLUSION OF CERTAIN IMPLIED

WARRANTIES, SO THE ABOVE EXCLUSION MAY NOT APPLY TO YOU. WE

EXPRESSLY DISCLAIM ANY LIABILITY WITH RESPECT TO ANY INJURY CAUSED

BY ANY USER, OR ANY DAMAGE SUFFERED BY ANY USER, AS A RESULT OF

THE ACTIONS OR INACTIONS OF ANY USER.

NEITHER PERIGON HEALTH 360 NOR ITS AFFILIATES WARRANTS THAT USE OF

THE SERVICES BY REGISTERED END USERS WILL BE UNINTERRUPTED,

ERROR-FREE OR VIRUS FREE. THE ACCESS AND USE OF THE PERIGON

HEALTH 360 SERVICES, INCLUDING DOWNLOADING OUR MOBILE

APPLICATIONS AND ACCESSING THE INFORMATION AND CONTENT CONTAINED

THEREIN, IS DONE AT YOUR OWN DISCRETION AND RISK AND YOU WILL BE

SOLELY RESPONSIBLE FOR ANY DAMAGE TO YOUR COMPUTER SYSTEM

AND/OR MOBILE DEVICE, INCLUDING LOSS OF DATA, THAT MAY RESULT FROM
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SUCH ACTIVITIES OR FROM RELIANCE UPON THE SERVICES WHETHER OR

NOT THE DAMAGE WAS FORESEEABLE AND PERIGON HEALTH 360 WAS

ADVISED OF THE POTENTIAL DAMAGES. YOU ACKNOWLEDGE THAT THIS

LIMITATION OF LIABILITY IS NECESSARY FOR PERIGON HEALTH 360 TO ALLOW

YOU THE USE OF THE SERVICES.

PERIGON HEALTH 360 DOES NOT GUARANTEE THE SECURITY OF ANY

INFORMATION TRANSMITTED TO OR FROM THE SITE OR MOBILE

APPLICATIONS, EXCEPT AS MAY BE DESCRIBED IN A BUSINESS ASSOCIATE

AGREEMENT BETWEEN PERIGON HEALTH 360 AND THE END USER. PERIGON

HEALTH 360 IS NOT THE OWNER OR AUTHOR OF, AND MAKES NO WARRANTIES

WITH RESPECT TO, ALL THIRD-PARTY SOFTWARE. PERIGON HEALTH 360 DOES

NOT GUARANTEE COMMUNICATIONS SENT THROUGH THE SERVICES HAVE

BEEN VIEWED BY THE INTENDED RECIPIENT.

IF YOU ARE DISSATISFIED WITH OUR SERVICES OR ANY CONTENT, YOUR SOLE

AND EXCLUSIVE REMEDY IS TO DISCONTINUE USING OUR SERVICES.

H. INDEMNIFICATION

YOU AGREE TO INDEMNIFY, DEFEND AND HOLD HARMLESS PERIGON HEALTH

360 AND ITS AFFILIATES, OFFICERS, DIRECTORS, EMPLOYEES, AGENTS,

REPRESENTATIVES, PARTNERS, LICENSORS, SUPPLIERS AND ANY

THIRD-PARTY INFORMATION VENDERS TO THE SITE OR SERVICE FROM AND

AGAINST ANY AND ALL CLAIMS, LOSSES, ACTIONS, EXPENSES, DAMAGES,

COSTS AND LIABILITIES, INCLUDING REASONABLE ATTORNEYS’ FEES,

RESULTING FROM ANY VIOLATION OF THESE TERMS OR ANY ACTIVITY

RELATED TO YOUR ACCOUNT OR CONNECTED WITH YOUR USE OF THE

SERVICES INCLUDING ANY NEGLIGENT OR WRONGFUL CONDUCT, AND

INCLUDING YOUR FAILURE TO ENSURE THAT YOU AND/OR OTHER
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REGISTERED END USERS IN YOUR CONTROL ARE LICENSED MEDICAL

PROFESSIONALS WITH THE RIGHT TO PRESCRIBE MEDICINE BY YOU OR ANY

OTHER PERSON ACCESSING THE SERVICES USING YOUR ACCOUNT.

I. DURATION OF TERMS

By using our services, you accept all of the terms and conditions herein. These Terms

will be effective and binding, and continue to remain in effect until the time these Terms

are terminated by either you or us.

J. TERMINATION

You agree and acknowledge that we may permanently terminate or temporarily revoke

your access to our Services or terminate these Terms with or without cause, and without

liability to you by providing you notice in accordance with these Terms. You may

terminate these Terms at any time and for any reason by discontinuing use of the

Services. You understand and agree that after termination of these Terms for any

reason we have no further obligation to provide you the Services and all rights granted

to you by these Terms will immediately cease. After termination, you agree to promptly

destroy any and all confidential information of ours in your possession and return any

sensitive data, where applicable, that was provided by Perigon Health 360. If the Terms

are terminated by us and you did not breach the Terms, you may make a request within

thirty (30) days to receive a refund pro rata share of any fees or charges prepaid by you,

excluding any non-refundable prepaid fees or charges. You agree to pay any

outstanding and unpaid amounts accrued, or any other amount owed, as of termination.

Following the termination of the Terms, the following provisions will survive and

continue: D, G, H, I, O, Q.

K. ACCOUNT INFORMATION AND VIOLATIONS
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Perigon Health 360 reserves the right to fully cooperate, as permitted under law, with

any governmental authority or third parties investigating illegal conduct when it believes

in good faith that the law or legal process requires it, or when it is necessary to do so to

protect our rights or property or the rights of other individuals.

A unique user I.D. will be provided to you upon registration. You are responsible for

maintaining the confidentiality of your credentials, including your user I.D. and

password, and you agree that you will be responsible for all use of your credentials,

including any access to, or use of, the Services by unauthorized persons.

If your password is stolen or compromised, immediately reset your password by

selecting “Forgot Password” on the Services login screens.

L. MODIFICATIONS TO TERMS

These Terms may be modified, changed, or updated at any time. You understand we

may notify you of any changes via email (if you have provided a valid email address)

and/or by posting notice of the changes on the Site. It is recommended that you review

these Terms periodically to ensure you accept any revised Terms. Unless otherwise

required by the Privacy Policy, any changes to these Terms will become effective

immediately when notice is received or when posted on the Site, whichever occurs first.

You understand and agree that continuing to use our Services after any updates to

these Terms constitutes your acknowledgement, acceptance and agreement to be

bound by the revised Terms.

If you object to any such changes, your sole exclusive remedy will be to terminate these

Terms.

In addition, you understand that certain features of the Services may be subject to

additional terms of use. By using such features, or any related parts, you agree to be

bound by the additional terms of use. The additional terms of use will always take
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precedence in the event there is a conflict between these terms and the additional

terms.

M. MODIFICATIONS TO SERVICES

Perigon Health 360 reserves the right to modify, expand, eliminate, or discontinue the

Services, or any particular features, with or without notice to you and without an ongoing

obligation or liability to you or any third party - except those terms stated in section H

above.

Your continued use of the Services following any modifications or changes indicates

your acknowledgement and acceptance of the changes. If you object to any changes,

your sole and exclusive remedy will be to terminate these Terms.

N. OWNERSHIP

We and/or our vendors and suppliers, as applicable, retain ownership of the intellectual

property rights (including  all rights, titles and interests) in and to the Services and all

information, content, software and materials provided by or on behalf of Perigon Health

360.

You agree not to reproduce, duplicate, copy, exploit or create derivative works based

upon any part of the Services or any Content.  You may not remove any copyright or

proprietary rights notices contained in any part of the Services or Content, unless given

explicit, written approval by the copyright owner.

If you provide feedback or suggestions for improvements for any of our Services, your

feedback will be owned by us and may be implemented into the Services. By submitting

feedback or suggestions, you acknowledge that you forfeit any intellectual property

rights. Perigon Health 360 will not provide compensation for any unsolicited feedback,

whether implemented or not.
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O. REPRESENTATIONS AND WARRANTIES

You assert and confirm that all information that you provide to us will be true, accurate,

complete and current and that continued access to the Services is contingent upon the

referred to information. You understand that you have the right to provide such

information, but failure to do so may result in the suspension or termination of your

account.

P. GENERAL TERMS AND GOVERNING LAW

You agree to comply with all laws, rules and regulations now or those that are declared

by any government authority or agency that are applicable to your use of the Services

provided in these Terms. Any attempt to assign or transfer any of the rights, duties or

obligations provided to you under these Terms is void. These Terms will be subject to

and construed in accordance with the laws of the State of Michigan, excluding conflict of

law principles. If any action or other proceeding is brought on or in connection with

these Terms, you agree to submit to the personal jurisdiction of the state and federal

courts exclusively located in the State of Michigan.

These Terms constitute the entire agreement between you and Perigon Health 360 with

regard to the matters described in these Terms and govern your use of the Services

superseding any prior agreements between you and Perigon Health 360 with respect to

these Terms. The failure of Perigon Health 360 to exercise or enforce any right or

provision of these terms shall not constitute a waiver of such right or provision. If any

provision of these Terms is found by a court of competent jurisdiction to be invalid, the

parties nevertheless agree that the court should endeavor to give effect to the parties’

intentions as reflected in the provision, and the other provisions of these Terms shall

remain in full force and effect.
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You agree that regardless of any statute or law to the contrary, any claim or cause of

action arising out of or related to use of the Services or these Terms of Use must be

filed within one (1) year after such claim or cause of action arose or be forever barred.

You acknowledge that you are responsible for any applicable fees pertaining to the use

of our Services on a mobile device (including, but not limited to, carrier fees or data

plans).
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